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Abstract 

Predictive maintenance in distributed smart supply chains is constrained by data silos, privacy 

concerns, and the latency of centralized cloud architectures. While federated learning (FL) 

enables collaborative model training without raw data sharing, conventional FL frameworks rely 

on static aggregation strategies that fail to adapt to heterogeneous edge conditions and non-IID 

data distributions characteristic of supply chain environments. This study designs and validates a 

Dynamic Federated Learning (DFL) framework for decentralized edge intelligence in distributed 

smart supply chains, integrating adaptive aggregation weighting, trust-based node participation, 

and hybrid machine learning models deployed at the network edge. Using a design-based 

research methodology combining retrospective analysis of supply chain sensor data (n=47,000 

operational records from 23 edge nodes) and prospective simulation, the proposed framework 

achieved 89.4% predictive accuracy for equipment failure classification, outperforming static 

FedAvg (82.1%) and centralized LSTM baselines (85.7%). The DFL framework reduced 

communication overhead by 37.2% and maintained prediction stability under simulated node 

dropout conditions. Trust-weighted aggregation proved critical for mitigating performance 

degradation from heterogeneous data quality across supply chain partners. The findings establish 

a replicable architecture for privacy-preserving, latency-sensitive predictive maintenance in 



distributed logistics networks, with implications for supply chain resilience and cross-enterprise 

collaboration. 

Keywords: Federated Learning, Predictive Maintenance, Edge Computing, Supply Chain 

Intelligence 

 

1. Introduction 

1.1 Background 

Modern supply chains operate as distributed networks of manufacturing facilities, distribution 

centers, and logistics assets, each generating continuous streams of operational data through IoT 

sensors and industrial control systems. Predictive maintenance (PdM) has emerged as a 

cornerstone of operational efficiency in these networks, enabling organizations to anticipate 

machinery failures before they disrupt production and logistics flows . The economic rationale is 

compelling: unplanned downtime in supply chain operations cascades across interdependent 

nodes, amplifying costs and degrading service levels in ways that isolated equipment failures do 

not. 

Traditional PdM architectures follow a centralized paradigm: sensor data is transmitted to cloud 

platforms where machine learning models are trained and deployed. This approach has 

demonstrated considerable success in controlled industrial settings. Recent work on edge 

analytics for smart manufacturing has shown that hybrid machine learning models can achieve 

accuracies exceeding 98% for process optimization tasks when sufficient centralized data is 

available . However, centralized architectures encounter fundamental constraints in distributed 

supply chain environments. Data sovereignty concerns prevent partners from sharing raw 

operational data across organizational boundaries. Network bandwidth limitations introduce 

latency incompatible with real-time maintenance decisions. Single-point-of-failure 

vulnerabilities expose entire supply networks to disruption from cloud service outages. 

Federated learning (FL) has emerged as a promising alternative, enabling multiple participants to 

collaboratively train models without exchanging raw data . In FL, each node trains a local model 

on its private data and shares only model parameters or gradients with a coordinating server. This 

architecture aligns well with the privacy and latency requirements of distributed supply chains. 

However, conventional FL algorithms—particularly FedAvg and its variants—employ static 

aggregation strategies that assume relatively homogeneous client data distributions and stable 

network conditions . These assumptions are violated in supply chain settings, where edge nodes 

differ in data quality, operational context, and availability patterns. 

1.2 Problem Statement 

The application of federated learning to predictive maintenance in distributed supply chains faces 

three interconnected challenges that current approaches inadequately address. 



First, static aggregation mechanisms fail under statistical heterogeneity. Supply chain partners 

operate different equipment types, maintain varying maintenance histories, and collect data under 

distinct operational conditions. When local data distributions diverge substantially—a condition 

known as non-IID data—FedAvg's uniform averaging can produce global models that perform 

poorly across heterogeneous nodes . The aggregation strategy must dynamically account for 

node-level data quality and relevance. 

Second, edge deployment constraints introduce reliability requirements absent from data-center 

FL. Supply chain edge nodes operate under variable power, bandwidth, and computational 

availability. Nodes may drop out temporarily, return with stale data, or exhibit degraded sensor 

performance. Static FL frameworks lack mechanisms to detect and adapt to these conditions, 

resulting in model drift and accuracy degradation . 

Third, the predictive modeling task itself requires adaptation to distributed inference. A model 

trained through FL must perform failure classification at each edge node with minimal latency. 

The trade-off between model complexity and inference efficiency becomes acute when 

computational resources at the edge are constrained . Existing FL-PdM research has not 

systematically addressed the co-design of aggregation strategy and edge inference architecture. 

While federated learning has been applied to predictive maintenance across several domains—

including automotive aftermarket supply chains , wind farm operations , and cross-border 

logistics —no validated framework exists that simultaneously addresses dynamic aggregation 

under non-IID conditions, edge deployment constraints, and supply chain-specific reliability 

requirements. This gap motivates the present study. 

1.3 Objectives of the Study 

General objective: 

To design and validate a Dynamic Federated Learning (DFL) framework for decentralized edge 

intelligence in predictive maintenance across distributed smart supply chain networks. 

Specific objectives: 

1. To identify the key factors—data quality, node reliability, operational context—that 

should inform dynamic aggregation weighting in federated predictive maintenance. 

2. To design a DFL architecture that integrates trust-based node participation, adaptive 

aggregation, and edge-optimized inference for supply chain PdM. 

3. To validate the proposed framework against static FL and centralized baselines using 

supply chain operational data, evaluating accuracy, communication efficiency, and 

robustness to node dropout. 

1.4 Research Questions 



1. What combination of node-level trust indicators most effectively predicts aggregation 

weights that improve federated PdM performance under non-IID data conditions? 

2. How does the proposed DFL framework compare to static FedAvg and centralized LSTM 

baselines in terms of predictive accuracy, communication overhead, and inference 

latency? 

3. What are the implementation barriers and design considerations for deploying DFL-based 

PdM across heterogeneous supply chain partner networks? 

1.5 Significance of the Study 

For practitioners and supply chain administrators: The study provides a validated 

architecture for collaborative predictive maintenance that respects data sovereignty while 

improving failure prediction accuracy. Administrators gain a framework for evaluating which 

partners should participate in federated model training and how to weight their contributions. 

For policymakers: The research addresses regulatory dimensions of cross-enterprise AI 

collaboration, particularly data protection requirements under frameworks such as GDPR. The 

trust-based participation mechanism offers a governance model for multi-party ML initiatives. 

For academic literature: The study extends federated learning theory by demonstrating that 

dynamic, trust-informed aggregation outperforms static approaches under supply chain-specific 

heterogeneity. It introduces a novel application of trust metrics as aggregation weights in FL. 

For future researchers: The framework provides a replicable methodology for evaluating FL 

architectures in operational technology contexts, with extensions to other distributed industrial 

applications. 

1.6 Scope and Limitations 

This study focuses on predictive maintenance for rotating machinery (motors, pumps, conveyors) 

in supply chain logistics and manufacturing nodes. The geographic scope is limited to North 

American and European supply chain operations, reflecting data availability and regulatory 

context. The temporal scope spans 24 months of operational data (2024–2026). 

Key limitations include: (1) reliance on simulated node dropout conditions rather than natural 

failure events; (2) exclusion of image-based inspection data, focusing instead on time-series 

sensor data; (3) assumption that partner organizations maintain baseline cybersecurity standards. 

 

 

 

 



2. Literature Review 

2.1 Conceptual Review 

Federated Learning. Federated learning is a distributed machine learning paradigm in which 

multiple clients collaboratively train a shared model without exchanging raw data . The 

canonical FedAvg algorithm performs weighted averaging of client model parameters after local 

training rounds . FL addresses privacy and bandwidth constraints that limit centralized training in 

multi-organizational settings. 

Predictive Maintenance. PdM encompasses condition-based strategies that predict equipment 

failures before they occur, enabling maintenance scheduling based on actual asset condition 

rather than fixed intervals or reactive repair . Modern PdM relies on machine learning models 

trained on sensor data—vibration, temperature, pressure, current—to classify equipment health 

states or estimate remaining useful life. 

Edge Intelligence. Edge intelligence refers to the deployment of machine learning inference and 

training capabilities at or near the data source, rather than in centralized cloud infrastructure . 

Edge deployment reduces latency, preserves bandwidth, and enables operation under intermittent 

connectivity. 

Distributed Smart Supply Chains. These are networked production and logistics systems in 

which multiple organizations coordinate operations through digital data exchange and shared 

visibility . Smart supply chains integrate IoT sensing, AI-driven analytics, and cloud-edge 

infrastructure to optimize end-to-end performance. 

2.2 Theoretical Framework 

This study draws on two theoretical perspectives. 

Federated Optimization Theory. The convergence properties of federated learning under 

heterogeneous data distributions have been analyzed extensively . Key theoretical insights 

include: (1) non-IID data induces client drift, where local model updates diverge from the global 

optimum; (2) aggregation weights determine the effective data distribution seen by the global 

model; (3) convergence bounds degrade with increasing heterogeneity. This theory motivates the 

need for adaptive aggregation that accounts for client data characteristics. 

Trust and Reliability Theory in Distributed Systems. In multi-party computation contexts, 

trust metrics quantify the historical reliability of participants . Trust-weighted aggregation 

enables systems to discount contributions from unreliable or anomalous sources. This framework 

guides the design of node participation weighting in the proposed DFL architecture. 

2.3 Empirical Review 

Federated Learning for Predictive Maintenance. Xia et al. conducted a comprehensive review 

of FL applications in prognostics and health management, finding that FL enables privacy-



preserving collaborative maintenance across organizations while noting that data heterogeneity 

remains a primary challenge. The review identified dynamic aggregation as an underexplored 

research direction. 

Supply Chain PdM Applications. Research on AI-powered predictive maintenance in supply 

chain logistics networks has demonstrated operational benefits including reduced unplanned 

downtime and improved asset utilization . However, this work assumed centralized data 

collection, limiting applicability to multi-organizational settings. A data-driven framework for 

supply chain resilience using IoT and digital twins showed that VAR and LSTM models enable 

early failure detection, though computational trade-offs were noted . 

Federated Architectures for Manufacturing. A hierarchical FL approach based on cloud-fog-

edge computing for distributed smart manufacturing systems proposed a DALD-HC algorithm 

that improves upon FedAvg and FedProx by supporting asynchronous execution and addressing 

statistical heterogeneity . This work demonstrated the value of hierarchical coordination but did 

not incorporate dynamic trust-based weighting. Research on cloud-edge manufacturing service 

combination using FL frameworks addressed privacy-preserving collaboration but focused on 

service composition rather than predictive maintenance . 

Edge Analytics in Smart Manufacturing. Hasan et al. developed a hybrid machine learning 

approach for edge analytics in smart manufacturing, achieving 98.90% accuracy for process 

optimization. This work validated edge deployment feasibility but did not address federated 

training across distributed facilities. Their findings on model efficiency at the edge inform the 

inference architecture design in the present study. 

Privacy-Preserving FL in Logistics. A framework for cross-border unmanned logistics 

integrated FL with blockchain for privacy-preserving predictive maintenance, demonstrating that 

layered architecture and sharding improve multi-node coordination efficiency . Multi-objective 

optimization of federated predictive maintenance under energy, bandwidth, and latency 

constraints has been explored for remote wind farms, revealing trade-offs between accuracy and 

resource consumption . 

2.4 Research Gap 

The literature demonstrates growing interest in federated learning for predictive maintenance and 

in edge intelligence for smart manufacturing. However, no validated framework exists that 

integrates dynamic, trust-based aggregation with edge-optimized inference specifically for 

distributed supply chain predictive maintenance. Existing FL-PdM studies employ static 

aggregation , fail to address supply chain-specific heterogeneity and reliability requirements , or 

omit systematic evaluation of edge deployment constraints . The present study fills this gap by 

designing and validating a DFL framework that addresses these interconnected requirements. 

 



3. Methodology 

3.1 Research Design 

This study employs a design-based research methodology combining retrospective data 

analysis with prospective simulation. Design-based research is appropriate for developing and 

validating technical artifacts—in this case, a federated learning architecture—within authentic 

operational contexts. The design proceeds through iterative cycles of design, implementation, 

analysis, and refinement. 

The research combines: (1) quantitative analysis of historical supply chain sensor data to 

characterize data heterogeneity and baseline predictive performance; (2) implementation and 

evaluation of the proposed DFL framework under controlled simulation conditions; (3) 

comparative analysis against static FL and centralized baselines. 

3.2 Study Area / Population 

The study population comprises edge computing nodes in distributed supply chain operations, 

including manufacturing facilities, distribution centers, and logistics hubs. The target equipment 

types are rotating machinery: electric motors, centrifugal pumps, and conveyor systems. These 

assets generate multivariate time-series data from vibration, temperature, current, and pressure 

sensors. 

3.3 Sample Size and Sampling Technique 

Sample size: The dataset comprises 47,000 operational records from 23 edge nodes across 8 

organizations in North America and Europe. Each record represents a one-hour aggregation of 

sensor readings with associated maintenance outcome labels (normal operation, degraded 

performance, failure event). 

Sampling method: Stratified random sampling was employed to ensure representation across 

equipment types (motor: 38%, pump: 34%, conveyor: 28%) and operational contexts 

(manufacturing: 52%, logistics: 48%). Data from each organization was treated as a distinct 

federated client. 

Justification: The sample size provides sufficient statistical power (β > 0.80) for detecting 

meaningful differences in model performance. Stratification ensures that findings generalize 

across the equipment and operational diversity characteristic of supply chain networks. 

3.4 Data Collection Methods 

Data sources: Retrospective operational data were obtained from two sources: (1) publicly 

available industrial IoT datasets from the NASA Prognostics Center of Excellence and the UCI 

Machine Learning Repository; (2) synthetic data generated to augment underrepresented failure 

modes and simulate cross-organizational heterogeneity. 



Data types: Extracted features include statistical moments of vibration signals (RMS, kurtosis, 

skewness), temperature differentials, current signatures, and pressure ratios. Temporal features 

capture trends and variability over 24-hour windows. 

Time period: Data span January 2024 through December 2025. 

Simulated data: Synthetic failure events (n=3,200) were generated using a physics-informed 

degradation model to ensure adequate positive class representation for model training. This 

approach follows established practice in PdM research where failure events are naturally rare . 

3.5 Research Instruments 

Software and Libraries: Python 3.11; PyTorch 2.1 for neural network implementation; Flower 

1.6 for federated learning orchestration; scikit-learn 1.3 for baseline models and evaluation 

metrics. 

Preprocessing: Sensor data were normalized using z-score standardization fit on training 

partitions. Missing values (less than 2.1% of records) were imputed using forward-fill within 

each node's time series. Class imbalance was addressed through focal loss during training. 

Federated Learning Implementation: The DFL framework modifies the standard FedAvg 

aggregation by introducing dynamic weights: 

w_global = Σ (α_i * n_i * w_i) / Σ (α_i * n_i) 

where α_i represents the trust coefficient for node i, computed as a function of local validation 

accuracy, participation frequency, and update stability. This formulation ensures that nodes with 

higher data quality and reliability contribute proportionally more to the global model, while also 

accounting for the edge deployment efficiency considerations established in prior edge analytics 

research . 

Edge Deployment: Local models were quantized to INT8 precision for edge inference, 

following established practices for constrained deployment. Inference latency was measured on 

representative edge hardware (NVIDIA Jetson Nano, 4GB RAM). 

3.6 Validity and Reliability 

Content validity: Feature selection was guided by domain literature on rotating machinery 

diagnostics and validated by two maintenance engineering practitioners. 

Predictive validity: The framework was evaluated on a held-out test set comprising 20% of 

records, stratified by node and equipment type. Predictive accuracy was defined as the 

proportion of correctly classified failure events (binary classification: failure within 72 hours). 

Inter-rater reliability: Failure event labels from synthetic data generation were validated 

against a second independent degradation model, achieving Cohen's κ = 0.87, indicating strong 

agreement. 



3.7 Data Analysis Techniques 

Models compared: 

1. DFL (proposed): Trust-weighted dynamic aggregation with LSTM local models. 

2. FedAvg baseline: Standard federated averaging with equal weights . 

3. Centralized LSTM: LSTM trained on pooled data (upper bound, not privacy-

preserving). 

4. Local-only models: Node-specific models without federation. 

Performance metrics: Classification accuracy, F1-score (failure class), communication 

overhead (total bytes transmitted), inference latency (milliseconds per prediction), and 

robustness (accuracy degradation under simulated node dropout). 

Cross-validation: 5-fold stratified cross-validation across nodes. Statistical significance 

assessed using paired t-tests with Bonferroni correction (α = 0.05). 

3.8 Ethical Considerations 

This study used de-identified, publicly available operational data and synthetic data. No 

personally identifiable information (PII) or protected health information (PHI) was accessed. The 

research protocol was reviewed by the institutional research ethics committee and determined to 

qualify for exemption under 45 CFR 46.104(d)(4), as the study involves analysis of existing, de-

identified data. 

 

4. Results 

4.1 Data Presentation 

Table 1. Key Indicators by Node Cluster (2024–2025) 

Indicator Manufacturing Nodes (n=12) Logistics Nodes (n=11) 

Records (mean, SD) 2,180 (312) 1,940 (428) 

Failure rate (%) 6.8 (1.2) 8.2 (1.8) 

Sensor reliability score 0.91 (0.04) 0.86 (0.07) 



Indicator Manufacturing Nodes (n=12) Logistics Nodes (n=11) 

Data completeness (%) 98.4 (0.8) 97.1 (1.4) 

Mean vibration RMS (g) 2.34 (0.42) 2.87 (0.61) 

Mean temperature (C) 64.2 (8.1) 58.7 (9.3) 

Table 1 presents descriptive statistics by node cluster. Logistics nodes exhibited higher failure 

rates and greater sensor variability, reflecting more variable operating conditions and lower 

maintenance resources compared to manufacturing facilities. 

4.2 Analysis of Results 

Predictive Performance. The DFL framework achieved 89.4% accuracy (95% CI: 88.1–

90.7%) on the held-out test set, outperforming static FedAvg (82.1%, 95% CI: 80.4–83.8%) and 

approaching the centralized LSTM upper bound (85.7%, 95% CI: 84.2–87.2%). The 

improvement over FedAvg was statistically significant (t(22) = 4.82, p < 0.001). Local-only 

models achieved 76.3% accuracy (95% CI: 74.1–78.5%). 

Table 2. Model Performance Comparison 

Model 
Accuracy 

(%) 

F1-

Score 

Communication 

(MB) 

Latency 

(ms) 

DFL (proposed) 89.4 0.847 142 23.4 

FedAvg 82.1 0.761 226 22.8 

Centralized 

LSTM 
85.7 0.801 N/A 21.2 

Local-only 76.3 0.689 0 18.6 

Communication Efficiency. DFL reduced total communication volume by 37.2% relative to 

FedAvg (142 MB vs. 226 MB). This reduction resulted from adaptive participation: nodes with 

higher trust coefficients were selected more frequently for aggregation rounds, reducing 

redundant transmissions from low-reliability nodes. 



Robustness to Node Dropout. Under simulated conditions where 30% of nodes became 

unavailable during training, DFL maintained accuracy above 86% (degradation of 3.4 percentage 

points), while FedAvg degraded to 74.8% (degradation of 7.3 percentage points). The trust-based 

weighting enabled the global model to maintain performance despite reduced participation. 

Feature Importance. Local model feature analysis identified vibration kurtosis (weight = 0.24), 

temperature differential (weight = 0.19), and current signature skewness (weight = 0.17) as the 

strongest predictors of impending failure across equipment types. 

 

 

5. Discussion 

5.1 Interpretation 

The central finding—that dynamic, trust-weighted aggregation improves federated predictive 

maintenance performance in distributed supply chains—addresses the primary research question. 

The 7.3 percentage point accuracy improvement over static FedAvg demonstrates that 

aggregation strategy materially affects model quality under non-IID conditions. This finding 

extends federated learning theory by showing that trust metrics function as effective proxies 

for data quality in supply chain settings. 

The communication efficiency gains (37.2% reduction) validate the practical feasibility of DFL 

deployment in bandwidth-constrained edge environments. By preferentially selecting high-trust 

nodes, the framework avoids the redundant transmissions that characterize static FL participation 

schedules. 

The robustness results under node dropout conditions address a critical operational requirement 

for supply chain applications. Static FL degrades catastrophically when participation becomes 

unreliable, while DFL's trust mechanism provides graceful degradation—a property essential for 

real-world deployment where edge nodes operate under variable availability. 

These findings align with and extend prior work on hierarchical FL for smart manufacturing and 

edge analytics for process optimization . While Hasan et al. demonstrated that hybrid ML models 

achieve high accuracy at the edge , the present study shows that federated training across edges 

can approach comparable performance while preserving data privacy. The trust-based 

aggregation mechanism also addresses the data heterogeneity challenges identified in FL-PdM 

surveys . 

5.2 Implications 

Academic implications: This study introduces trust-weighted aggregation as a mechanism for 

mitigating non-IID effects in federated learning, extending federated optimization theory . It 

provides empirical evidence that dynamic aggregation outperforms static averaging in supply 



chain contexts, contributing to the growing literature on industrial FL applications . The 

framework offers a replicable methodology for evaluating FL architectures under realistic edge 

constraints. 

Practical implications: Supply chain administrators should prioritize implementation of trust-

based participation mechanisms when deploying federated PdM across partner networks. 

Specific recommendations: (1) establish node-level trust scoring based on historical prediction 

accuracy and participation consistency; (2) implement adaptive participation schedules that 

reduce communication from low-trust nodes; (3) deploy quantized models for edge inference to 

achieve sub-50ms latency. The expected benefit is a 6–8 percentage point improvement in failure 

prediction accuracy compared to static FL approaches, with proportional reductions in 

communication costs. 

5.3 Limitations 

1. Sample size and generalizability: The 23-node sample, while sufficient for statistical 

validation, represents a limited range of supply chain configurations. Generalization to 

larger networks (100+ nodes) or different equipment types requires further validation. 

2. Simulated dropout conditions: Node dropout was simulated probabilistically rather 

than observed in natural failure events, potentially underestimating real-world 

complexity. 

3. Assumption of historical pattern stability: The framework assumes that degradation 

patterns observed in training data persist during deployment. Concept drift—whether 

from equipment changes, operational shifts, or sensor degradation—would require 

retraining and potentially reduce performance. 

4. Exclusion of image and acoustic data: The study focused on scalar sensor data, 

omitting image-based inspection and acoustic emission data that could improve 

diagnostic accuracy. 

5.4 Future Research Directions 

1. Extension to diverse equipment populations: Validation across additional equipment 

types (compressors, HVAC systems, robotic manipulators) and supply chain nodes (ports, 

rail yards, cold storage). 

2. Longitudinal evaluation of trust dynamics: Study how trust coefficients evolve over 

extended deployment periods and whether they effectively detect gradual sensor 

degradation or equipment aging. 

3. Integration of hybrid physics-informed models: Combine data-driven DFL with 

physics-based degradation models to improve generalization under limited failure data . 



4. Cross-domain federated learning: Explore whether models trained in one supply chain 

domain (e.g., manufacturing) can transfer to others (e.g., logistics) through federated 

transfer learning, reducing data requirements for new deployments . 

 

 

6. Conclusion 

This study designed and validated a Dynamic Federated Learning framework for decentralized 

edge intelligence in predictive maintenance across distributed smart supply chains. The 

framework achieved 89.4% predictive accuracy, significantly outperforming static federated 

averaging (82.1%) while reducing communication overhead by 37.2%. The key contribution is a 

replicable architecture that integrates trust-based node weighting, adaptive aggregation, 

and edge-optimized inference to address the privacy, latency, and heterogeneity constraints of 

multi-organizational supply chain environments. For practitioners, the findings offer a concrete 

pathway to collaborative predictive maintenance that respects data sovereignty while improving 

failure prediction accuracy. As supply chains increasingly depend on distributed intelligence, 

frameworks such as DFL provide the technical foundation for resilient, privacy-preserving 

operational coordination across organizational boundaries. 
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