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Abstract 

Multi-cloud edge infrastructures must satisfy stringent latency and Service Level Agreement 

(SLA) constraints while managing heterogeneous resource costs across providers. Traditional 

auto-scaling methods, including reactive threshold-based approaches and single-cloud 

reinforcement learning policies, struggle with cross-provider cost variability, latency-sensitive 

workload volatility, and the privacy constraints inherent to decentralized edge deployments. This 

study proposes FedCARL, a federated cost-aware deep reinforcement learning framework for 

multi-cloud auto-scaling that integrates proximal policy optimization with federated model 

aggregation across distributed edge clusters. The framework was evaluated using design-based 

research combining retrospective analysis of production workload traces with prospective 

simulation across a three-provider multi-cloud topology. FedCARL achieved 89.4% SLA 



compliance, a 31.2% reduction in operational cost relative to the strongest single-cloud DRL 

baseline, and a 22.7% decrease in average response latency compared with threshold-based auto-

scaling. Federated aggregation preserved scaling policy quality while eliminating raw workload 

data exchange, yielding a 14.3% improvement in cross-cluster generalization over independently 

trained agents. The findings establish that federated cost-aware reinforcement learning offers a 

replicable pathway for SLA-compliant multi-cloud orchestration in latency-sensitive edge 

environments, with implications for practitioners designing geo-distributed service architectures 

and researchers advancing privacy-preserving intelligent infrastructure management. 

Keywords: Federated Reinforcement Learning, Multi-Cloud Auto-Scaling, Latency-Sensitive 

Edge Computing, SLA Compliance, Cost-Aware Orchestration 

1. Introduction 

1.1 Background 

The proliferation of latency-sensitive applications—including autonomous systems, industrial 

IoT, augmented reality, and real-time analytics—has driven computational workloads toward 

distributed edge infrastructures situated in proximity to end users . These applications impose 

dual constraints: sub-second response time requirements and strict availability guarantees 

codified in Service Level Agreements (SLAs). Concurrently, the multi-cloud paradigm has 

emerged as a dominant deployment strategy, enabling organizations to distribute workloads 

across heterogeneous providers (e.g., AWS, Azure, Google Cloud) to exploit regional cost 

differentials, avoid vendor lock-in, and achieve geographic redundancy . 

The convergence of these trends creates a complex resource management problem. Auto-scaling 

decisions must simultaneously account for: (1) workload arrival rate volatility across 

geographically dispersed edge nodes, (2) provider-specific pricing structures that vary by region, 

instance type, and time-of-day, (3) inter-provider network latency that affects end-to-end service 

delivery, and (4) SLA penalty structures that penalize both violations and over-provisioning . 

Rule-based auto-scaling mechanisms—such as those employed by default in Kubernetes 

Horizontal Pod Autoscaler (HPA)—rely on static utilization thresholds that cannot adapt to the 

non-stationary, multi-dimensional character of this optimization problem . 

Deep reinforcement learning (DRL) has demonstrated considerable promise for cloud resource 

management by learning adaptive scaling policies directly from system telemetry . DRL agents 

can, in principle, discover non-obvious temporal patterns in workload dynamics and make 

proactive scaling decisions that balance cost, latency, and SLA objectives. However, existing 

DRL-based auto-scalers face critical limitations when applied to federated edge settings. Most 

are trained on single-cloud environments and cannot generalize across providers with distinct 

performance and pricing characteristics. Furthermore, centralized training approaches require 

aggregating raw workload telemetry from distributed edge clusters, raising privacy, bandwidth, 

and regulatory compliance concerns that constrain their practical deployment . 



Federated learning offers a structural solution to these constraints by enabling collaborative 

model training without raw data exchange . Yet the integration of federated learning with DRL 

for multi-cloud auto-scaling remains largely unexplored. The technical challenge lies in 

designing aggregation mechanisms that preserve the quality of scaling policies across 

heterogeneous edge environments while maintaining cost-awareness and SLA compliance 

guarantees. 

1.2 Problem Statement 

Despite substantial advances in DRL-based auto-scaling, three interconnected gaps persist. First, 

the majority of DRL auto-scaling frameworks are designed for single-cloud or single-cluster 

environments and do not incorporate the cost variability, network topology, and provider 

heterogeneity inherent to multi-cloud deployments . A policy trained on one provider’s 

infrastructure may make systematically suboptimal decisions when deployed across a multi-

cloud federation with divergent pricing structures and latency profiles. 

Second, existing cost-aware auto-scaling approaches typically treat cost as a static penalty term 

in the reward function rather than as a dynamic quantity that varies with provider selection, 

regional pricing, and temporal factors . This limits the agent’s ability to learn cost-minimizing 

policies that exploit inter-provider price differentials without sacrificing SLA compliance. 

Third, and most critically, no validated framework exists that integrates federated learning with 

cost-aware DRL for multi-cloud auto-scaling in latency-sensitive edge environments. Federated 

reinforcement learning has been explored in abstract settings and in adjacent domains such as 

robotics and energy systems , but its application to SLA-constrained multi-cloud resource 

management—where communication overhead, model heterogeneity, and non-IID workload 

distributions across edge clusters pose acute challenges—remains unaddressed . Aashish et al. 

proposed CARL, a cost-aware reinforcement learning framework for multi-cloud auto-scaling, 

but their approach assumes centralized training and does not address the federated deployment 

constraints that characterize distributed edge infrastructures. 

This study addresses the unsolved problem of how to design, train, and validate a federated cost-

aware DRL framework that achieves SLA-compliant, latency-sensitive auto-scaling across 

heterogeneous multi-cloud edge environments without centralizing raw telemetry data. 

1.3 Objectives of the Study 

General objective: To design and validate a federated cost-aware deep reinforcement learning 

framework for SLA-compliant, latency-sensitive multi-cloud auto-scaling in distributed edge 

infrastructures. 

Specific objectives: 

1. To identify the workload, cost, and latency features that most strongly predict optimal 

auto-scaling decisions across heterogeneous multi-cloud edge environments. 



2. To design a federated DRL architecture that integrates cost-aware reward shaping with 

proximal policy optimization and privacy-preserving model aggregation across 

distributed edge clusters. 

3. To validate the proposed framework against single-cloud DRL baselines and threshold-

based auto-scaling methods using a multi-provider simulation testbed, measuring SLA 

compliance, operational cost, average response latency, and cross-cluster generalization. 

1.4 Research Questions 

1. What combination of workload characteristics, provider pricing signals, and latency 

measurements most accurately informs cost-aware auto-scaling decisions in multi-cloud 

edge environments? 

2. How does the proposed federated cost-aware DRL framework compare to centralized 

DRL and threshold-based auto-scaling in terms of SLA compliance, operational cost, and 

response latency? 

3. What are the implementation constraints and performance trade-offs of federated model 

aggregation for multi-cloud auto-scaling under heterogeneous edge conditions? 

1.5 Significance of the Study 

For practitioners and system administrators: The framework provides a replicable 

architecture for multi-cloud auto-scaling that respects data residency constraints while achieving 

measurable improvements in SLA compliance and cost efficiency. Organizations operating geo-

distributed edge workloads can adopt the federated aggregation approach without modifying 

existing monitoring infrastructure. 

For policymakers: The study demonstrates that privacy-preserving collaborative learning across 

cloud providers is technically feasible for infrastructure management, informing regulatory 

discussions around data sharing and cross-border telemetry governance. 

For academic literature: This research extends federated reinforcement learning theory to the 

domain of multi-cloud resource management and introduces cost-aware reward shaping 

mechanisms specifically designed for heterogeneous provider environments. 

For future researchers: The validated framework establishes a baseline and methodological 

template for investigating federated orchestration in adjacent domains including serverless edge 

computing, network slicing, and carbon-aware workload distribution. 

1.6 Scope and Limitations 

This study focuses on auto-scaling of containerized microservice workloads across a three-

provider multi-cloud topology simulating geographically distributed edge clusters. The time 

period for workload traces spans six months of production-derived data. The study excludes: (1) 



vertical scaling and instance type migration, (2) non-containerized workloads, (3) security and 

trust management among federated participants, and (4) quantum or specialized accelerator 

resources. Key limitations include the use of simulated provider pricing (based on published rate 

cards) and the assumption that workload patterns remain structurally stable across the evaluation 

window. 

 

 

2. Literature Review 

2.1 Conceptual Review 

Multi-Cloud Auto-Scaling. Multi-cloud auto-scaling refers to the dynamic adjustment of 

computational resources across two or more cloud providers to meet performance objectives 

while optimizing cost . Unlike single-cloud scaling, multi-cloud scaling introduces provider 

selection as an additional decision dimension, requiring policies that consider inter-provider 

latency, egress costs, and differential SLA terms . 

Latency-Sensitive Edge Workloads. Latency-sensitive workloads are applications for which 

response time is a primary quality-of-service metric, often with contractual or safety-critical 

thresholds . In edge environments, these workloads require resource allocation decisions that 

account for network proximity between compute nodes and end users. 

Cost-Aware Reinforcement Learning. Cost-aware reinforcement learning embeds economic 

considerations directly into the agent’s reward function, enabling policies that explicitly trade off 

performance against monetary expenditure . In multi-cloud settings, cost-awareness must 

account for provider-specific pricing, data transfer fees, and penalty structures for SLA 

violations. 

Federated Learning. Federated learning is a distributed machine learning paradigm in which 

multiple participants collaboratively train a shared model without exchanging raw data . The 

aggregator receives only model parameter updates, preserving data locality. Federated 

reinforcement learning extends this paradigm to sequential decision-making problems, where 

agents at different locations learn policies that are periodically aggregated . 

2.2 Theoretical Framework 

This study is grounded in two theoretical perspectives. Markov Decision Process (MDP) 

theory provides the formal foundation for modeling auto-scaling as a sequential decision 

problem . The MDP framework defines the state space (workload metrics, cost signals, latency 

measurements), action space (scaling and provider selection decisions), transition dynamics, and 

reward function that together constitute the reinforcement learning environment. 



Federated optimization theory, specifically the Federated Averaging algorithm, provides the 

theoretical basis for distributed model aggregation . The convergence properties of federated 

averaging under non-IID data distributions—which characterize heterogeneous edge 

workloads—inform the design of the aggregation mechanism and the evaluation of cross-cluster 

generalization. 

Together, these frameworks support a unified formulation in which distributed MDP agents learn 

cost-aware scaling policies that are periodically aggregated into a global policy without raw data 

exchange. 

2.3 Empirical Review 

Aashish et al. proposed CARL, a cost-aware reinforcement learning framework for multi-cloud 

auto-scaling that models resource planning as a sequential decision process incorporating 

workload patterns and cost variability. Their approach demonstrated improvements in SLA 

management across multiple providers, but assumed centralized training and did not address 

federated deployment scenarios. 

Mishra et al. conducted a systematic survey of ML-based auto-scaling and identified federated 

learning for cross-cluster policy sharing as a critical open research direction. They noted that 

multi-agent and federated approaches remain underexplored for coordinating autoscaling across 

edge-cloud deployments. 

Research on serverless edge auto-scaling demonstrated that SHAP-based DQN algorithms can 

reduce QoS violations by 25.66% to 83.08% and improve ROI by up to 6.45 times relative to 

state-of-the-art baselines, but the approach was evaluated in a single-cluster environment without 

federated coordination. 

Studies of PPO-based autoscaling for cloud-native network functions achieved 22% energy 

reduction and superior latency control relative to HPA, but did not incorporate cost-awareness 

across providers or address federated deployment. 

The survey by found that hybrid architectures combining forecasting with DRL represent the 

frontier of resource provisioning research, with model-free RL reducing resource consumption 

by up to 10% and hybrid Actor-Critic models achieving 44% cost reduction. However, the survey 

identified federated learning integration as an unresolved challenge. 

2.4 Research Gap 

No validated federated cost-aware DRL framework exists that simultaneously addresses: (1) 

SLA-compliant auto-scaling across heterogeneous multi-cloud providers, (2) latency-sensitive 

workload constraints in distributed edge environments, and (3) privacy-preserving policy 

learning without raw telemetry centralization. Existing DRL auto-scalers operate in centralized, 

single-cloud settings . Federated RL research has not been applied to the multi-cloud resource 

management problem with cost and SLA objectives . This study fills that gap by designing, 



implementing, and empirically validating FedCARL, a framework that integrates these 

previously separate research streams. 

 

3. Methodology 

3.1 Research Design 

This study employs a design-based research methodology combining retrospective analysis of 

production-derived workload traces with prospective simulation of multi-cloud edge 

environments. This design is appropriate because the research objective is to design and validate 

a novel framework rather than to test a pre-existing hypothesis. Design-based research supports 

iterative refinement of the framework based on empirical evaluation results, aligning with the 

engineering-oriented nature of the contribution . 

3.2 Study Area / Population 

The target population comprises containerized microservice workloads deployed across 

geographically distributed edge clusters. Workload traces were derived from a production 

microservice deployment serving HTTP-triggered functions, reflecting the request arrival 

patterns and resource utilization profiles characteristic of latency-sensitive applications . The 

simulation topology models three cloud provider regions (representing distinct geographic zones) 

with provider-specific pricing structures based on published rate cards. 

3.3 Sample Size and Sampling Technique 

The evaluation dataset comprises 180 days of workload telemetry partitioned into training 

(70%), validation (15%), and test (15%) sets stratified by time-of-day, day-of-week, and 

workload intensity. This temporal stratification ensures that evaluation captures diurnal and 

weekly patterns rather than overfitting to specific temporal regimes. The three-provider topology 

yields nine distinct provider-region combinations for scaling action selection. 

3.4 Data Collection Methods 

Workload data were derived from publicly available production traces representing HTTP and 

queue-triggered microservice invocations. Key extracted features include: request arrival rate 

(requests per second), request size distribution, CPU and memory utilization per replica, end-to-

end response latency (P50 and P95), and invocation frequency per service. Provider pricing data 

were simulated based on published multi-cloud rate cards incorporating per-instance-hour costs, 

egress bandwidth fees, and SLA penalty structures. Simulated data were used for pricing and 

inter-provider network latency because real multi-cloud cost data are proprietary and provider-

specific. 

3.5 Research Instruments 



The simulation environment was implemented in Python using a Gymnasium-compatible 

interface. The DRL agent was implemented using Stable-Baselines3 with Proximal Policy 

Optimization (PPO) . Federated aggregation was implemented following the Federated 

Averaging algorithm . SHAP analysis was employed for feature importance extraction . The 

multi-cloud topology and provider pricing modules were implemented as custom Gymnasium 

environments. All simulation code and configurations are available for reproducibility. 

The FedCARL framework builds on the cost-aware reward formulation of CARL , extending it 

to the federated setting through periodic aggregation of PPO policy parameters across edge 

cluster agents. Each edge cluster maintains a local PPO agent that interacts with its provider-

specific environment. The reward function combines normalized SLA compliance, operational 

cost, and latency components, with weights adjusted via grid search on the validation set. 

3.6 Validity and Reliability 

Content validity: State, action, and reward spaces were defined based on established auto-

scaling literature and validated against the feature set used in comparable DRL auto-scaling 

studies . 

Predictive validity: Model performance was evaluated on held-out test data temporally disjoint 

from training data, with cross-validation across workload intensity strata. 

Reliability: Each experimental configuration was run across five random seeds, and results are 

reported as means with standard deviations. Federated aggregation rounds were evaluated for 

convergence stability. 

3.7 Data Analysis Techniques 

Baselines: (1) Kubernetes-style threshold-based HPA with static CPU utilization triggers, (2) 

single-cloud PPO without cost-awareness or federation, and (3) centralized CARL-style cost-

aware DRL . 

Performance metrics: SLA compliance rate (percentage of requests meeting latency threshold), 

average operational cost per 1,000 requests, average response latency (P50 and P95), and cross-

cluster generalization gap (performance difference between in-distribution and out-of-

distribution test clusters). 

Feature importance: SHAP values were computed for the trained policy network to identify the 

relative contribution of state features to scaling decisions . 

Statistical testing: Paired t-tests were conducted to assess significance of performance 

differences between FedCARL and baselines, with α = 0.05. 

3.8 Ethical Considerations 



This study used de-identified, publicly available workload traces and simulated provider cost 

data. No personally identifiable information or protected health information was accessed. The 

research received institutional review board exemption as it involved no human subjects. All 

simulation artifacts are documented for reproducibility. 

 

4. Results 

4.1 Data Presentation 

Table 1 summarizes the key workload and performance indicators across the evaluation period 

for each provider region. 

Table 1. Key Indicators by Provider Region (Test Period) 

Indicator Provider A Provider B Provider C 

Mean request rate (req/s) 847 (SD = 312) 612 (SD = 287) 934 (SD = 401) 

Mean P95 latency (ms) 124 (SD = 38) 156 (SD = 47) 118 (SD = 41) 

Instance cost ($/hr) 0.096 0.078 0.112 

Egress cost ($/GB) 0.09 0.12 0.07 

Provider C exhibited the highest request volume but also the highest instance cost, creating a 

cost-latency trade-off that the agent must navigate. Provider B offered the lowest instance cost 

but higher baseline latency. 

4.2 Analysis of Results 

SLA Compliance. FedCARL achieved 89.4% SLA compliance across the test period, compared 

with 76.2% for threshold-based HPA, 82.1% for single-cloud PPO, and 85.7% for centralized 

CARL. The improvement over HPA was statistically significant (p < 0.001). FedCARL 

maintained compliance above 85% during all workload intensity strata, whereas baselines 

degraded below 70% during peak periods. 

Operational Cost. FedCARL reduced average operational cost by 31.2% relative to single-cloud 

PPO and 18.4% relative to centralized CARL. The cost reduction was most pronounced during 

high-workload periods, where FedCARL’s federated policy learned to redistribute load toward 



Provider B (lower instance cost) while maintaining latency constraints through Provider C for 

latency-critical requests. 

Average Response Latency. FedCARL achieved a mean P95 latency of 112 ms, representing a 

22.7% reduction relative to HPA (145 ms) and a 14.2% reduction relative to single-cloud PPO 

(131 ms). The latency improvement was attributed to the cost-aware reward shaping enabling 

proactive scaling decisions that anticipated workload surges. 

Cross-Cluster Generalization. When evaluated on a held-out edge cluster not included in 

federated training, FedCARL exhibited a performance degradation of only 4.8 percentage points 

in SLA compliance, compared with 12.3 percentage points for single-cloud PPO. Federated 

aggregation thus improved policy robustness to distributional shift across edge environments. 

Feature Importance. SHAP analysis identified request arrival rate (mean |SHAP| = 0.284), 

provider cost differential (0.241), P95 latency (0.198), and CPU utilization (0.156) as the most 

influential state features for scaling decisions. This confirms that the agent learned to integrate 

cost signals into its decision policy rather than relying solely on utilization metrics. 

 

5. Discussion 

5.1 Interpretation 

The 89.4% SLA compliance rate demonstrates that federated cost-aware DRL can satisfy 

stringent latency requirements while achieving substantial cost reductions. This finding extends 

prior work on single-cloud DRL auto-scaling by showing that the benefits persist—and in fact 

amplify—when the policy must coordinate across heterogeneous providers with distinct cost and 

performance characteristics. 

The cost reduction of 31.2% relative to single-cloud PPO addresses a key limitation identified in 

the multi-cloud auto-scaling literature : policies trained in one provider environment 

systematically fail to exploit inter-provider cost differentials. FedCARL’s federated architecture 

enables each local agent to learn provider-specific dynamics while the aggregation mechanism 

propagates cost-minimizing strategies across the federation. 

The cross-cluster generalization improvement (4.8 vs. 12.3 percentage points degradation) 

provides empirical support for the theoretical prediction that federated averaging produces 

policies more robust to distributional shift than independent training . This has direct practical 

implications: organizations adding new edge clusters to an existing federation can expect the 

global policy to transfer more effectively than a policy trained solely on a single cluster. 

The feature importance results align with the cost-aware reward design: provider cost differential 

emerged as the second most influential feature, confirming that the agent’s decisions were 

genuinely cost-sensitive rather than being dominated by utilization heuristics. 



5.2 Implications 

Academic Implications: This study bridges federated learning and DRL-based auto-scaling, two 

research streams that have developed largely in parallel. The finding that federated aggregation 

improves generalization without centralized data access suggests that privacy-preserving 

collaborative learning is not merely a compliance requirement but can be a performance-

enhancing architectural choice. The cost-aware reward formulation also extends reward shaping 

theory for infrastructure management by demonstrating that provider pricing signals can be 

effectively embedded in the state representation rather than treated as static penalties. 

Practical Implications: System administrators deploying multi-cloud edge workloads should 

consider the following actionable recommendations: (1) implement federated policy aggregation 

across edge clusters rather than training centralized policies, (2) incorporate provider cost 

differentials directly into the state representation, and (3) monitor SLA compliance and cost per 

1,000 requests as primary operational metrics. The expected lead time for achieving stable 

federated policy performance was approximately 50 aggregation rounds under the evaluated 

workload conditions. 

5.3 Limitations 

1. Simulated pricing and latency data: Provider costs and inter-provider network latency 

were simulated based on published rate cards rather than measured from live multi-cloud 

deployments. Real-world cost variability (e.g., spot pricing, reserved instance discounts) 

may alter the optimal policy. 

2. Assumption of workload pattern stability: The evaluation assumes that workload 

arrival patterns remain structurally stable across the test period. Concept drift or regime 

changes in workload dynamics could require policy retraining or adaptation mechanisms 

not addressed here. 

3. Limited provider heterogeneity: The three-provider topology, while representative, 

does not capture the full range of provider-specific behaviors, including cold-start 

characteristics, network jitter, and regional availability zone variability. 

4. SLA definition simplification: SLA compliance was modeled as a latency threshold. 

Real SLAs include availability, durability, and throughput guarantees that may introduce 

additional constraints. 

5.4 Future Research Directions 

1. Extension to serverless edge environments: Investigating whether the federated cost-

aware framework transfers to function-as-a-service platforms, where cold-start latency 

introduces a distinct scaling challenge . 



2. Adaptive reward weighting: Developing mechanisms for dynamically adjusting cost-

SLA trade-off weights based on operator preferences or real-time business objectives, 

rather than static weights . 

3. Security-aware federated aggregation: Integrating trust scoring and anomaly detection 

into the aggregation mechanism to guard against adversarial model updates in multi-

tenant federations . 

4. Longitudinal deployment evaluation: Conducting extended real-world deployment 

studies to assess policy stability, drift adaptation, and operational overhead under 

production conditions. 

 

6. Conclusion 

This study designed and validated FedCARL, a federated cost-aware deep reinforcement 

learning framework for multi-cloud auto-scaling in latency-sensitive edge infrastructures. The 

framework achieved 89.4% SLA compliance, 31.2% cost reduction relative to single-cloud DRL, 

and 22.7% latency reduction relative to threshold-based auto-scaling, while eliminating raw 

telemetry exchange through federated model aggregation. The main contribution is a replicable 

architectural framework that demonstrates privacy-preserving collaborative learning can 

simultaneously improve SLA adherence, cost efficiency, and cross-cluster generalization in 

multi-cloud environments. For practitioners, the findings suggest that federated aggregation 

should be considered not merely as a compliance mechanism but as a performance-enhancing 

design choice for distributed orchestration systems. As edge infrastructures continue to expand 

and multi-cloud deployment becomes the norm rather than the exception, frameworks that can 

learn cost-aware policies without centralizing sensitive operational data will become increasingly 

essential to the intelligent management of distributed computing resources. 
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