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Abstract

The integration of machine learning (ML) for detecting false data injection attacks in smart
meters has demonstrated considerable technical promise, yet the prosecutorial viability of such
detections remains underexplored. This study addresses the critical gap between algorithmic
detection and courtroom admissibility by developing and evaluating a blockchain-anchored chain
of custody framework for ML-generated evidence in smart meter cyber-crime prosecutions. The
research employs a design-based methodology combining retrospective analysis of 2,847
simulated attack events with prospective validation of a prototype forensic logging architecture.
Key findings indicate that the proposed framework achieved 89.4% accuracy in maintaining
evidentiary integrity across simulated legal challenges, with a 94.2% success rate in establishing
unbroken chain of custody documentation. The blockchain layer demonstrated 99.7% reliability
in tamper detection, while ML detection components maintained 91.3% precision and 87.8%
recall under adversarial conditions designed to mirror real-world attack sophistication. The study
concludes that integrating cryptographic audit trails with ML detection outputs significantly
enhances prosecutorial readiness, though interpretability constraints of complex models require
human expert validation protocols. The framework offers practitioners a replicable architecture
for generating legally defensible evidence from automated detection systems, while



policymakers gain empirical foundations for standards governing algorithmic evidence in critical
infrastructure protection.

Keywords: blockchain forensics, machine learning evidence, chain of custody, smart meter
security, digital evidence admissibility

1. Introduction
1.1 Background

The proliferation of advanced metering infrastructure (AMI) has fundamentally transformed the
operational and security landscape of modern electricity distribution systems. Smart meters, as
the foundational sensing components of AMI, generate continuous streams of consumption,
diagnostic, and event data that serve both operational and forensic purposes . Concurrently, the
sophistication of cyber threats targeting these devices has escalated, with false data injection
attacks (FDIA) emerging as a particularly insidious vector capable of manipulating consumption
readings, masking electricity theft, or inducing erroneous grid management decisions . The
detection of such attacks has increasingly relied upon machine learning methodologies that can
identify anomalous patterns across high-dimensional data spaces where rule-based systems prove
inadequate .

However, the transition from technical detection to successful prosecution introduces a distinct
set of challenges that are insufficiently addressed in existing literature. Courts demand evidence
that satisfies stringent admissibility criteria, including demonstrated reliability, reproducibility,
and an unbroken chain of custody documenting every interaction with the evidence from
collection through presentation . When the “evidence” comprises the output of an opaque
machine learning model—potentially a deep neural network whose internal decision logic resists
human comprehension—the prosecutorial pathway becomes fraught with evidentiary
uncertainty. Traditional chain of custody mechanisms, designed for physical evidence or
straightforward digital files, provide inadequate assurance for algorithmic outputs that may be
dynamically retrained, probabilistically generated, or irreproducible in their exact instantiation.

Blockchain technology has been proposed as a mechanism for securing digital evidence through
its inherent properties of immutability, decentralization, and cryptographic verifiability . The
tamper-evident nature of blockchain records offers a compelling solution to the chain of custody
problem, creating an audit trail that can demonstrate with cryptographic certainty that evidence
has not been altered since its initial capture. Recent developments in international standards,
notably ISO/NP 26692 addressing requirements for the identification, collection, acquisition, and
preservation of distributed ledger-based digital evidence, signal growing recognition of
blockchain’s evidentiary potential . Yet the specific application of blockchain logging to machine



learning detection outputs in smart meter forensics remains largely unexplored, representing a
critical gap at the intersection of algorithmic security, digital forensics, and evidentiary law.

1.2 Problem Statement

Despite significant advances in both ML-based attack detection and blockchain-based evidence
preservation, no validated framework exists that bridges these domains to produce legally
admissible evidence for smart meter cyber-crime prosecution. Prior research has demonstrated
the technical feasibility of detecting false data injection attacks using machine learning models
achieving high accuracy metrics . Separately, blockchain architectures have been shown to
effectively secure digital evidence against tampering and unauthorized modification . However,
these advances have proceeded on largely parallel tracks, with insufficient attention to the
integration challenges that arise when ML outputs must satisfy the evidentiary standards
demanded by criminal proceedings.

The specific problem manifests in three interconnected dimensions. First, the chain of custody
for ML-generated detections is inherently more complex than for static digital artifacts. An ML
detection is not a discrete “file” but rather a classification decision derived from a model whose
parameters, training data, and inference conditions collectively determine its output.
Documenting custody requires tracing not merely the storage and transfer of the detection result,
but also the provenance of the model, the characteristics of the input data, and the computational
environment in which inference occurred . Second, the interpretability limitations of complex
ML models, particularly ensemble methods and deep learning architectures, create admissibility
vulnerabilities under evidentiary standards such as Daubert that require demonstrable reliability
and known error rates . Third, existing smart meter forensic frameworks do not adequately
address the temporal dynamics of attack detection, where the evidence must establish not merely
that an attack occurred but that the detection system’s output at a specific time can be
authenticated as the product of a validated model operating on verified input data .

While prior work has explored blockchain for general digital evidence preservation and ML for
attack detection, no study has developed and empirically validated an integrated framework that
addresses the complete prosecutorial chain from attack detection through courtroom presentation
in the specific context of smart meter FDIA. This gap leaves law enforcement, forensic
practitioners, and prosecutors without guidance on how to transform technically sound detections
into legally defensible evidence.

1.3 Objectives of the Study

General objective:

To develop and validate a blockchain-anchored chain of custody framework that ensures the
forensic admissibility of machine learning-generated detections in smart meter cyber-crime
prosecutions.

Specific objectives:



1. To identify the critical chain of custody requirements and admissibility criteria applicable
to ML-generated evidence in critical infrastructure cyber-crime prosecutions through
systematic analysis of evidentiary standards and forensic protocols.

2. To design an integrated architecture that cryptographically binds ML detection outputs to
immutable blockchain records while preserving model provenance, input data integrity,
and inference reproducibility.

3. To evaluate the framework’s effectiveness through simulated prosecutorial challenges
measuring chain of custody completeness, tamper detection capability, and evidentiary
reliability metrics.

1.4 Research Questions

1. What chain of custody elements and documentation practices are necessary to establish
the admissibility of ML-generated attack detections as evidence in smart meter cyber-
crime prosecutions?

2. How can blockchain technology be configured to anchor ML detection outputs, model
provenance, and input data characteristics in a manner that withstands forensic scrutiny
and legal challenge?

3. What is the measured reliability and tamper-detection effectiveness of the proposed
framework under conditions simulating adversarial legal challenges to evidence
integrity?

1.5 Significance of the Study

For practitioners and administrators: The framework provides a replicable architecture for
utility security teams and forensic investigators to generate legally defensible evidence from
automated detection systems. Implementation guidance includes specific logging requirements,
cryptographic protocols, and documentation practices that align technical operations with
evidentiary needs.

For policymakers: The study offers empirical foundations for standards development governing
algorithmic evidence in critical infrastructure protection. Findings inform regulatory
requirements for audit trail generation in smart grid security systems and contribute to emerging
international standards for blockchain-based digital evidence .

For academic literature: The research extends digital forensics theory by integrating
algorithmic accountability with evidence preservation frameworks. It introduces a novel
conceptualization of chain of custody that accommodates probabilistic, dynamic, and opaque
computational processes, addressing gaps identified in prior forensic frameworks .



For future researchers: The methodology and framework provide a foundation for extending
evidentiary assurance to other ML-driven security detections across critical infrastructure
domains, including water systems, transportation networks, and industrial control systems.

1.6 Scope and Limitations

This study focuses on false data injection attacks targeting residential and commercial smart
meters within AMI deployments. The framework addresses the evidentiary chain from detection
through preservation and presentation, with primary emphasis on the technical mechanisms
ensuring chain of custody integrity. The study does not encompass physical tampering with
meter hardware, social engineering attacks against utility personnel, or attacks targeting other
AMI components such as data concentrators or head-end systems.

Geographically, the research is grounded in United States federal evidentiary standards (Daubert)
and state-level digital evidence rules, with acknowledgment that international jurisdictions may
impose different requirements. The study employs simulated attack data and synthetic
evidentiary scenarios to enable controlled evaluation, which limits external validity compared to
field-collected evidence but enables precise measurement of framework performance under
adversarial conditions. The ML detection component utilizes established algorithms rather than
novel model development, positioning the contribution at the integration and forensic assurance
layer rather than detection methodology.

2. Literature Review
2.1 Conceptual Review
Chain of Custody in Digital Forensics

Chain of custody refers to the chronological documentation of the seizure, custody, control,
transfer, analysis, and disposition of evidence. In digital forensics, the chain of custody must
demonstrate that electronic evidence has not been altered or compromised from the point of
collection through its presentation in legal proceedings . The traditional mechanisms include
evidence logs documenting every individual who handled the evidence, hash values verifying
integrity at each transfer, and secure storage preventing unauthorized access. For smart meter
evidence, the chain of custody extends beyond physical device seizure to encompass the digital
artifacts generated by the meter, transmitted through communication networks, and stored in
utility data management systems .

The emergence of algorithmic and ML-generated evidence introduces novel chain of custody
complexities. Unlike static files whose integrity can be verified through cryptographic hashing,
ML detections are the product of computational processes that may involve non-deterministic
elements, dynamic model updates, and complex data transformations . The chain of custody for
such evidence must document not merely the physical or digital custody of an artifact, but the



provenance of the model, the characteristics of input data, and the reproducibility conditions of
the inference process.

Forensic Admissibility Standards

The admissibility of scientific and technical evidence in United States federal courts is governed
by the Daubert standard, which requires that evidence be based on testable methodology,
subjected to peer review, demonstrate known error rates, and be generally accepted within the
relevant scientific community. For digital evidence, courts have extended these requirements to
include demonstrated reliability of acquisition and preservation processes, verification of
integrity through established protocols, and explanation of analytical procedures in terms
comprehensible to judges and juries .

Machine learning evidence presents particular admissibility challenges due to the “black box”
problem: complex models, particularly deep neural networks and ensemble methods, may
achieve high accuracy while providing limited insight into how specific outputs were derived .
Courts increasingly scrutinize whether ML evidence satisfies reliability requirements when the
underlying decision logic cannot be explained by human experts. The lack of standardized
validation protocols for forensic ML tools further complicates admissibility determinations .

Blockchain for Evidence Preservation

Blockchain technology offers a paradigm shift in digital evidence preservation through its core
properties of decentralization, immutability, and cryptographic verifiability . By recording
evidence-related transactions on a distributed ledger, blockchain creates a tamper-evident record
where any modification attempt is detectable through cryptographic verification. Smart contracts
can automate custody documentation, ensuring that every access or transfer event is recorded
without reliance on human diligence.

For smart meter forensics specifically, blockchain’s potential extends beyond mere evidence
storage. The distributed nature of blockchain aligns with the decentralized topology of AMI
systems, where evidence may be distributed across multiple meters, data concentrators, and
management systems . Blockchain can create a unified evidentiary record from these distributed
sources, providing a coherent custody chain that spans organizational and technical boundaries.
The development of ISO/NP 26692 specifically addresses the unique properties of distributed
ledger-based evidence, signaling international recognition of blockchain’s forensic potential .

2.2 Theoretical Framework
Daubert Reliability Framework

The Daubert framework provides the primary theoretical lens for evaluating ML evidence
admissibility. Under Daubert, the trial judge serves as gatekeeper, assessing whether proposed
expert testimony rests on a reliable foundation and is relevant to the task at hand. For ML-based
evidence, reliability analysis must address: (1) whether the model’s methodology has been tested



and subjected to peer review; (2) the known or potential error rate of the detection system; (3)
the existence of standards controlling the model’s operation; and (4) whether the methodology is
generally accepted in the relevant scientific community .

Applying Daubert to smart meter ML detections requires demonstrating that the detection system
produces reproducible results under documented conditions, that error rates have been
empirically established, and that the model’s operation can be explained to fact-finders. The
blockchain-anchored framework addresses the reproducibility dimension by creating an
immutable record of the exact model version, input data, and computational parameters used for
each detection, enabling verification that identical conditions produce identical outputs.

Chain of Custody Continuity Theory

Chain of custody continuity theory provides the framework for understanding evidentiary
integrity as a function of unbroken documentation across the evidence lifecycle . The theory
posits that evidence value depends not merely on the accuracy of analysis but on the ability to
demonstrate that the evidence analyzed is the same evidence collected, and that it has not been
subject to contamination or modification. For ML evidence, continuity theory must be extended
to encompass algorithmic continuity: demonstrating that the model performing inference is the
same model that was validated and that the input data analyzed corresponds to the data collected
from the smart meter.

The blockchain framework operationalizes continuity theory through cryptographic chaining,
where each custody event is hashed with the previous event’s hash, creating a linked sequence
that would reveal any attempted alteration. This mechanism extends the data audit trail concept
developed for smart meter profile and event logs, where each meter dataset is signed including
the previous dataset’s signature .

2.3 Empirical Review

Mehedi et al. (2026) developed a novel approach for detecting false stealthy data injection
attacks in smart meters by integrating machine learning with blockchain technology . Their work
demonstrated that ML models can achieve high detection accuracy for sophisticated attacks
designed to evade traditional rule-based systems, while blockchain provides a secure framework
for logging detection events. However, the study focused on detection performance rather than
evidentiary admissibility, leaving open questions about how blockchain-logged detections would
satisfy chain of custody requirements in actual prosecutions. The authors did not address model
interpretability, documentation practices for legal proceedings, or validation under simulated
adversarial legal challenges.

Research on blockchain-based evidence preservation has demonstrated the technical
feasibility of using distributed ledgers to secure digital evidence . These studies established that
blockchain’s immutability and cryptographic verification can provide stronger integrity
guarantees than traditional hash-based custody logs. However, this body of work has focused



primarily on physical-to-digital evidence conversion (e.g., forensic images of hard drives) rather
than ML-generated detections, and has not addressed the unique provenance requirements for
algorithmic evidence.

Machine learning in cybercrime investigation research has explored the evidentiary reliability
of ML outputs, identifying algorithmic bias, lack of transparency, and reproducibility challenges
as key admissibility barriers . This work has proposed quantitative metrics for assessing ML
reliability, but has not developed operational frameworks for integrating these metrics into chain
of custody documentation or blockchain-based preservation architectures.

Smart grid forensic frameworks have identified the need for specialized procedures addressing
AMI-specific evidence sources . Prior work has noted the lack of tailored forensic tools for AMI
environments and the complications arising from data volatility, distributed evidence sources,
and the need for real-time preservation. However, these frameworks have not addressed the
specific challenges of ML-generated evidence or the integration of blockchain-based custody
documentation.

2.4 Research Gap

No validated framework exists that integrates blockchain-based custody documentation with
ML-generated attack detections in a manner that systematically addresses the admissibility
requirements of smart meter cyber-crime prosecutions. While Mehedi et al. established the
technical foundation for ML-blockchain integration in smart meter security , and separate
research streams have advanced blockchain evidence preservation and ML admissibility analysis,
the synthesis of these domains remains unaddressed. The missing framework must accomplish
three objectives: (1) cryptographically binding ML detection outputs to their model provenance
and input data characteristics; (2) documenting the complete chain of custody for algorithmic
evidence in a form that satisfies Daubert and digital evidence admissibility standards; and (3)
providing empirically validated performance metrics for reliability and tamper detection under
conditions simulating legal challenge. This study develops and evaluates such a framework.

3. Methodology
3.1 Research Design

This study employs a design-based research methodology combining retrospective analysis of
simulated attack scenarios with prospective validation of a prototype forensic logging
architecture. Design-based research is appropriate for this investigation because the research
question addresses the development and evaluation of an integrated framework rather than the
testing of a pre-existing hypothesis. The methodology proceeds through iterative cycles of



design, implementation, and evaluation, allowing for refinement of the framework based on
observed performance under simulated adversarial conditions.

The quantitative component involves controlled experimentation with the prototype framework,
measuring chain of custody completeness, tamper detection rates, and evidentiary reliability
metrics. The design component involves specification and implementation of the blockchain
integration architecture, including smart contract logic, data binding mechanisms, and
verification procedures.

3.2 Study Area / Population

The study population comprises simulated smart meter network events derived from publicly
available attack datasets and synthetic attack generation. The “population” in the forensic
framework evaluation consists of individual attack detection events (N = 2,847) generated under
controlled conditions. These events represent the universe of evidentiary items that would be
subject to chain of custody documentation in a hypothetical prosecution.

The simulated smart meter network configuration mirrors a typical residential AMI deployment
with 500 meters communicating through data concentrators to a head-end system. Attack
scenarios include false data injection attacks of varying sophistication, ranging from simple
value manipulation to stealthy attacks designed to evade detection thresholds.

3.3 Sample Size and Sampling Technique

The sample of 2,847 attack detection events was determined through power analysis to detect
framework reliability differences with 95% confidence and 80% power, assuming an expected
effect size of 0.3 for chain of custody completeness improvements. Events were generated using
stratified random sampling across attack sophistication levels (low, medium, high) to ensure
representation of diverse evidentiary challenges.

Stratification ensured proportional allocation across three dimensions: attack type (data
manipulation, replay, injection), meter type (residential, commercial), and detection confidence
level (high, medium, low). This stratified approach enables analysis of framework performance
across heterogeneous evidentiary scenarios.

3.4 Data Collection Methods

Data were collected through automated simulation logging capturing all detection events and
associated metadata. For each event, the simulation recorded: raw meter readings, model
inference output, model version identifier, inference timestamp, input data hash, and
computational environment parameters. Additionally, the prototype blockchain framework
generated custody records documenting every access, transfer, or verification operation
performed on each detection event.



Time period for data generation spanned 120 simulated operational days, with attack events
injected at random intervals. The simulated data approach was necessary to enable precise
control over attack characteristics and to generate the volume of events required for statistical
validation, while avoiding the ethical and legal complications of accessing actual utility security
data.

3.5 Research Instruments

The prototype framework was implemented using the following technical stack: Python 3.10
with scikit-learn for ML model training and inference, PyTorch for deep learning components,
Ethereum-compatible private blockchain (Ganache) for custody logging, Solidity for smart
contract implementation, and IPFS for off-chain storage of larger evidentiary artifacts.
Preprocessing employed standard scaling for numerical features and SMOTE for addressing
class imbalance in attack detection training data.

The ML detection component utilized an ensemble approach combining random forest and
gradient boosting classifiers, achieving baseline detection performance consistent with prior
smart meter FDIA detection research . Model training employed 5-fold cross-validation on a
labeled attack dataset, with final model selection based on validation AUC.

Blockchain logging was implemented through a smart contract that receives detection event
hashes and model provenance data, recording these in an append-only data structure. Each
detection event was associated with a unique identifier that links the blockchain record to the
underlying ML output and input data, with cryptographic hashes ensuring tamper detection.

3.6 Validity and Reliability

Content validity: The chain of custody documentation requirements were derived from
established digital forensics standards and evidentiary rules, ensuring that the framework
addresses legally recognized elements of proof. Domain experts in digital forensics and utility
cybersecurity reviewed the documentation schema for completeness.

Predictive validity: Framework performance was evaluated against simulated legal challenges
designed to mirror actual evidentiary attack vectors, including attempts to alter detection records,
challenge model provenance, and dispute input data authenticity. The framework’s ability to
detect and document these challenges serves as the predictive validity measure.

Inter-rater reliability: Two independent forensic analysts reviewed a subset of 100 custody
records to assess documentation clarity and completeness, achieving Cohen’s k = 0.89, indicating
strong agreement on record quality.

3.7 Data Analysis Techniques

Framework performance was evaluated across three dimensions: chain of custody completeness
(proportion of events with fully documented custody chains), tamper detection effectiveness



(proportion of attempted alterations successfully detected), and evidentiary reliability (alignment
with Daubert-relevant criteria including reproducibility, error rate documentation, and
provenance completeness).

Statistical analysis employed chi-square tests for categorical performance comparisons and
ANOVA for continuous metrics. Effect sizes were calculated using Cohen’s d for comparisons
against baseline (traditional hash-based custody logging without blockchain).

3.8 Ethical Considerations

This study utilized simulated attack data and synthetic evidentiary scenarios exclusively; no
actual utility customer data, personally identifiable information, or protected health information
was accessed or processed. The research involved no human subjects, and IRB review
determined the study to be exempt under 45 CFR 46.104(d)(4) as research involving only de-
identified data. All blockchain implementations operated on private test networks with no
connection to production systems or real cryptocurrency assets.

4. Results
4.1 Data Presentation

The simulation generated 2,847 attack detection events meeting inclusion criteria for framework
evaluation. Table 1 presents descriptive statistics for key framework performance indicators
across attack sophistication levels.

Table 1. Framework Performance by Attack Sophistication Level

Indicator Low (n=1,203) Medium (n=1,089) High (n=555)
Chain completeness (%) 97.8 94.2 89.4
Tamper detection (%) 99.9 99.7 99.3
Provenance completeness (%) 96.5 92.8 87.2
Verification latency (ms) 142 (SD=23) 156 (SD=31) 178 (SD=42)
Storage per event (KB) 2.4 (SD=0.3) 2.8 (SD=0.4) 3.1 (SD=0.5)




Note. Chain completeness = proportion of events with fully documented custody chains. Tamper
detection = proportion of simulated alteration attempts successfully detected. Provenance
completeness = proportion of required model and data documentation fields populated.

The framework achieved highest performance for low-sophistication attacks, where detection
events were more straightforward to document and verify. High-sophistication attacks,
characterized by stealthy data manipulation designed to mimic legitimate consumption patterns,
showed reduced chain completeness (89.4%) primarily due to challenges in establishing
definitive provenance for ambiguous detection decisions.

Table 2 presents comparison between the proposed blockchain-anchored framework and a
baseline implementation using traditional hash-based custody logging without blockchain
anchoring.

Table 2. Comparative Framework Performance

Blockchai -
Metric ockehain Baseline Difference p
Framework value
Chain completeness 94.2% 78.6% +15.6% <.001
Tamper detection 99.7% 91.3% +8.4% <.001
R ducibilit
eprocucibiiity 92.1% 64.8% +27.3% <.001
verification
Documentation overhead 178 29 489 < 001
(ms)

The blockchain framework demonstrated statistically significant improvements across all
primary performance dimensions, with the largest improvement observed in reproducibility
verification (27.3 percentage point increase). This metric reflects the framework’s ability to
demonstrate that a given detection output can be reproduced from the documented model version
and input data—a critical Daubert reliability criterion.

4.2 Analysis of Results

The ML detection component achieved 91.3% precision and 87.8% recall in identifying false
data injection attacks across the test set, consistent with performance levels reported in prior
smart meter FDIA detection research . Precision was higher for medium-sophistication attacks



(93.1%) than for low (90.2%) or high (88.4%) sophistication levels, reflecting the challenge of
distinguishing stealthy attacks from legitimate consumption variability.

Feature importance analysis for the detection model identified consumption deviation magnitude,
temporal pattern discontinuity, and correlation anomalies with neighboring meters as the top
three predictive features. These features were recorded in the blockchain provenance log for each
detection event, enabling verification that the model operated on the expected data
characteristics.

The blockchain layer demonstrated 99.7% reliability in detecting simulated tampering attempts.
The three undetected tampering scenarios (0.3%) involved sophisticated attacks targeting the
blockchain infrastructure itself rather than the evidence records, specifically attempts to fork the
private chain during a period of network partition. This vulnerability suggests that production
deployments should employ consensus mechanisms with higher Byzantine fault tolerance for
critical evidentiary applications.

Chain of custody completeness was highest (97.8%) for events where detection occurred with
high model confidence (>0.9 probability). Lower completeness for high-sophistication attacks
(89.4%) resulted primarily from gaps in documenting the “negative” evidence: the absence of
certain expected data features that contributed to detection. The framework’s provenance schema
was extended during iterative design to address these gaps, but residual incompleteness suggests
that ML detection of stealthy attacks inherently produces evidence with more complex
provenance requirements.

5. Discussion
5.1 Interpretation

The framework’s overall performance demonstrates that blockchain-anchored custody logging
can substantially address the chain of custody and admissibility challenges for ML-generated
smart meter detections. The 89.4% chain completeness for high-sophistication attacks, while
lower than other categories, exceeds the completeness levels achievable through traditional
documentation practices for complex algorithmic evidence . The statistically significant
improvements in reproducibility verification (92.1% vs. 64.8% baseline) directly address the
Daubert criterion of demonstrable reliability, providing courts with a verifiable mechanism to
confirm that detection outputs were generated under documented conditions.

The finding that blockchain tamper detection achieved 99.7% reliability supports the theoretical
proposition that cryptographic chaining provides superior evidentiary integrity compared to
hash-based logging . However, the identified vulnerability to network partition attacks highlights
that blockchain’s security guarantees are contingent on the underlying consensus mechanism. For
prosecutorial applications, where evidence may be subject to sophisticated adversarial challenge,
this finding suggests that private blockchains with limited validator sets may be insufficient
without additional cryptographic protections.



The 27.3 percentage point improvement in reproducibility verification represents the
framework’s most significant contribution to evidentiary admissibility. Prior research has
identified lack of reproducibility as a critical barrier to ML evidence acceptance . By creating
immutable records of model version, input data hash, and inference parameters, the framework
enables forensic examiners and opposing counsel to independently verify that detection outputs
can be reproduced. This capability transforms ML detections from opaque algorithmic assertions
into verifiable forensic artifacts, addressing the core transparency concern that has limited ML
evidence admissibility.

5.2 Implications

Academic implications: This study extends digital forensics theory by demonstrating that chain
of custody principles, traditionally developed for static physical or digital evidence, can be
adapted to algorithmic evidence through cryptographic binding of model provenance and input
data characteristics. The framework introduces the concept of “algorithmic continuity” as an
extension of evidence continuity theory, where the identity of the computational process
becomes a documented element of the custody chain. This conceptual innovation provides a
foundation for extending evidentiary assurance to other ML-driven security applications beyond
smart meters.

Practical implications: For utility security teams, the framework provides specific technical
requirements for detection logging systems: model versioning must be integrated with
blockchain timestamping, input data must be hashed at inference time, and all detection outputs
must include provenance metadata sufficient to enable reproduction. For forensic investigators,
the framework offers a documentation schema and verification protocol that aligns technical
operations with evidentiary requirements. For prosecutors, the framework’s output provides
Daubert-relevant documentation that can be presented through expert testimony without
requiring the expert to explain complex model internals—the blockchain record itself serves as
verifiable evidence of provenance and integrity.

Implementation metrics to monitor include: chain completeness percentage (target >90% for all
detection events), tamper detection rate (target >99.5%), and reproducibility verification success
rate (target >90%). Organizations should expect that achieving these metrics requires investment
in logging infrastructure and process discipline, with the framework demonstrating that such
investment yields measurable improvements in evidentiary readiness.

5.3 Limitations

1. Simulated data for framework validation. The study employed simulated attack events
and synthetic evidentiary scenarios rather than field-collected evidence from actual
prosecutions. While this design enabled controlled measurement and protection of
sensitive utility data, it may not capture the full complexity of real-world attack
sophistication, utility operational constraints, or legal challenge dynamics.



2. Jurisdictional specificity. The framework’s admissibility analysis is grounded in United

States federal evidentiary standards. International deployments would require adaptation
to local legal frameworks, which may impose different chain of custody requirements,
expert testimony rules, or algorithmic evidence standards.

Model interpretability constraints. The ML detection component, while effective,
retains the “black box™ characteristics that create admissibility vulnerabilities. The
blockchain framework documents model provenance but does not render the model
interpretable; human expert testimony remains necessary to establish that the detection
methodology is generally accepted and that error rates are acceptable.

Blockchain consensus limitations. The private blockchain implementation used in this
study does not provide the Byzantine fault tolerance required for adversarial
environments. Production deployments for evidentiary applications would require more
robust consensus mechanisms, potentially involving multiple independent validators.

5.4 Future Research Directions

1.

Extension to cross-jurisdictional evidentiary frameworks. Research should examine
how the proposed framework can be adapted to satisfy admissibility requirements in
European Union jurisdictions under the eIDAS regulation and emerging Al evidence
standards, as well as in common law jurisdictions beyond the United States.

Longitudinal analysis of framework performance in operational deployments.
Studies should track framework performance over extended periods in production utility
environments, measuring how chain completeness and tamper detection degrade under
operational pressures and whether maintenance practices can sustain evidentiary
readiness.

Integration with explainable Al techniques. Future work should explore how emerging
XAI methods for smart meter attack detection can generate human-comprehensible
explanations that are themselves logged and verified through the blockchain framework,
potentially reducing the expert testimony burden.

Development of ML evidence admissibility standards. Building on this framework’s
metrics and documentation schema, researchers should collaborate with standards bodies
to develop formal requirements for algorithmic evidence in critical infrastructure
prosecutions.



6. Conclusion

This study developed and validated a blockchain-anchored chain of custody framework that
achieves 89.4% completeness in documenting ML-generated smart meter attack detections, with
99.7% tamper detection reliability and 92.1% reproducibility verification. The framework
demonstrates that cryptographic binding of ML outputs to model provenance and input data
creates legally defensible evidence that addresses the Daubert reliability criteria and digital
evidence admissibility requirements. For utility security administrators, the framework provides
a replicable architecture for generating prosecution-ready evidence from automated detection
systems. As smart meter deployments continue to expand and ML becomes increasingly central
to attack detection, the evidentiary assurance mechanisms developed in this study offer a
foundation for ensuring that technical security measures translate into successful criminal justice
outcomes, protecting both grid integrity and the public interest in holding cyber-criminals
accountable.
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